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Abstract—WEDDS, the WITS Encrypted Data Delivery complex, a particular scientist may only be interested in or
System, is a framework for supporting distributed missiorbe allowed to access to a small fraction of the data delivered
operations by automatically transferring sensitive missioffrom the spacecraft. Because this data is often quite
data in a secerand efficient manner to and from remote sensitive, missions often choosé tw deliver data to many
mission participants over the Internet WEDDS was of these remote scientists at all. This greatly degrades the
originally developed as part of WITS, the Web Interface forefficiency of mission operations @roften forces mission
Telescience, and will be used in the 1998 Mars Polar Landacientists to stay at the mission operations center for the
Mission to support distributed mission operations over theluration of a mission.
Internet for the firs time in NASA history WEDDS is
written in Java, and is designed to provide secure distributéfo enabé wllaboration in daily sequence generation by
operations capabilities to any existing mission applicatiomistant, Internet-based scientists, a sead efficient way
with little modification, and in a manner that is nearlyto deliver mission data to remote scientists is needed.
transparent to the existing application and its users. Furthermore, a subset of those remote scientists dstmeul

able to securely transfer datnd commands back to the
WEDDS relies on the NASA Public Key Infrastructure mission control center. WEDDS, the WITS (Web Interface
(PKI) to verify the identity of remote userflkemote users for Telescience) Encrypted Data Delivery System, was
must apply in person at a NASA security office or anothedesignedd provide this capability for a variety of existing
trusted security authority in order to reaeia digital  mission applications in a secure, efficient, and transparent
certificate. All connections are made using the Securemanner WEDDS was originally developed as part of
Sockets Layer (SSL) protocol in conjunction with the user'sSNVITS, and will be used in the 1998 Mars Polar Lander
certificate, and l& transmissions are protected againstMission to support distributed mission operations over the
eavesdropping through encryption with the Triple-DES-Internet for the firstime in NASA history WITS' support
EDES3 algorithm. for distributed operations in the Mars Polar Lander Mission

is discussed in detail in a companion paper [1].
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1. INTRODUCTION WEDDS with respetcto the requiremest pecified at the

beginning of the paper.
Nearly every NASA mission is faced with a difficult
problem. Every day, a large amount of data is received from 2. SPECIFICATION OFSYSTEM REQUIREMENTS
a spacecraft at a mission operations center and placed into a
local database for processing and viewing by missioMhrough many discussions with several security experts at
scientists. Unfortunately, these scientists can't alwayga b JPL and UCLA, as well as the mission system
the mission operations center for the duration of thedministrators for the Cassini and Mars Polar Lander
mission, and so a secure and efficient way to deliver data toissions, a list of requirements for a secure data distribution
remote scientists is needed. To make the probhaore
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system wet wmpiled These requirements, listebelow, Dedicated Leased Lines

form the basis for the design of WEDDS. Dedicated leased lines are the current apprased for the

transfer of sensitive mission data to SOPC’s, Science

Operations and Planning Computers. SOPC'’s are dedicated

1. Strong Authentication: The identities of the remote computers, located at a mission scientist's home institution,
user and server must be reliably establisbefore any ~ which allow a limited amount of distributeoperations for
data is transferred. JPL missions Every SOPC mustéb@mnnected via its own

2. Strong Encryption: The data must be encrypted while leased line to NASCOM (Nasa Communications), a wide
in transt to protect against eavesdropping or “packet-area network (WAN) consisting of leased lines purchased
sniffing” attacks. and maintained by NASA [2]. While dedicated leased lines

3. Fine Grain Access Control:Individual scientists may have been the best solution for NASA ground
want, or have authorization for, only a specific subsecommunications in the past, the continuing maintenance of a
of the downlink data. Access should be controlled on avide aea network for NASA is very expensive For
file by file, user by user basis. instance, according to the system administrators of the

4. Minimal Impact to Operations Center Security: Cassini mission, the maintenance of the leased lines for the
The introduction of the system should not significantlymission’s 13 remote sites cost roughly five to six million
decrease the level of securitythe mission operations dollars per year, and this cost grows significantly with every
center. If a hacker compromises the delivery systenmdditional user of the system. This expense seems very high
he should not & ale to infiltrate the operations center when it is considered that, used alone, dedicated leased lines

Security Requirements

computers. don’t meet any of the requirements specified in section 2 for
a secure distributio retwork, aml only meet half of the
Efficiency Requirements requirements for an efficient system.

5 Bandw?dth Ef_ficiency: Data shoul be a)mpressgd_ NASCOM is currently engaged in studiesdetermine the
ard delivered in large packages to reduce transmlssm(}iab”ity of using the Internet for NASA ground

time. The system should not require remote users to bg ' hications insteaof the arrert leased wid aea
6 gonstantly cor?n_(le_cr:]ted. hodl deli he d network While it may seem riskyot use apublic medium
: r?nspa:_rer“:y. de $Iystte|m S'th , ver the data 1, for mission sensitive data, it should be noted that NASCOM
a;Jf O{na 'Ctahy ant ?' fhn y: Wlt ou reqwrtlrr:g muc currently applies no encryption or authentication to the data
€ otr ond € _pzt;xr to € remote user or the miSSIORansferred over its wires, relying instead upon the telephone
7 I?I/S ;am a T'g's ra %r' Th b companiesd prevent @ urauthorizel party from tapping
- Platiorm Independence The system must be ;4 the |eased line Unfortunately, the task of policing
comp_atlb_le with all major computer platforms without every piece of wire in a wilaea network as gigawtias
8 rl\1/|10(|jt_|f|::at|'(0‘)n. licati S . One th . NASCOM is smply infeasible Even if dedicated leased
: u Iplet dppt'ca;'od?beugﬁorti dnel' edsystefm 'S" lines continue to be used for NASCOM's transport medium,
Sg:?eafoi ﬁi;siinoapplicatio(re\s 0 deliver data for a 5 system like WEDDS still needs be installed & use the
o : . medium securely and efficiently.
9. Scalability: It should be easy to add additional users to y y
the S¥Sﬁem’ ?hnd syslt)em ]E)erformance shaligrade ¢ hag peen argued that dedicated leased lines are more
10 grace u 3]/cas € numpoer ol Users g.rOWS_I'_h reliable than the Internet because the lines are not shared
: #ppl‘é” or t"t"o.‘f"‘(’jay.codmm“”'ca“on the d;ﬁtem with the public, but in fact, the Internet’s highly redundant
shou tsuFthor, I't ste k,)aksecureh methadremnote tructure greatly increases the reliability o ttonnection
g:ﬁ{; O transmit data back to the mission CONtropeyeen the mission operations center and the remote site.
Requirements 1 through deal with the security of the Viral Private Networks
system, while 5 through 10 require the systenoperate Virtual Private Networks (VPN'’s) allow a file systemm lte
efficiently. WEDDS was designed to meet all of theseshared through an encrypted connection, often called a
expectations, and its performance with respec these “tunnel” JPL uses a virtual private network to allow JPL

requirements in discussed in section 6 of this paper. employees to securely access files on their work computers
from home. VPNS atisfy requirements 3,6,7,8,9, and 10
3. BXISTING APPROACHESLCONSIDERED from above, but fall short on 1,2,4, and 5.

Several existing approaches to automatic, secure dafap: Weaker authentication and encryptidviest VPN's do
delivery wee mnsidere before WEDDS was created. This not use an authentication and encryption method as
section discusses the relative merits and shortcomings @fgressie & WEDDS' algorithms. Many rely on DES
thee gproaches with respeto the requirements listed in encryption, which has been shown to be easily broken using
the last section. specialized hardware [3], and user authentication is
accomplished through a password alone, imgstea a



passwod paired with a digital certificate file, as isetlase 4. DESIGN AND OPERATION OFWEDDS

with WEDDS. ) ) . i
In this sction, the overall degin d WEDDS will be

4: Significant Impat to Operations Center Security— describe by discussing it§ installatipn droperation _in the
VPN's ae amore general and complex tool that typically Mars Polar Lander MissionIn the interest of clarity, the
give moe acces to remote users than is desired for simpléecurity of the system will notebexplored in detail here.
data distribution They are built on the principle thzhe The next section will focus on the details of the approach to
remote user's network should appear e part of the Security used in WEDDS.
mission control center’'s netwark This is a dangerous o
amount of access to allow to a remote network thanot WEDDS is implemented as two Java programs, a server and
entirely trusted Furthermore, the increased complexity of @ dient. For each mission, there is typically one server,
this system makes it more susceptible to exploitationPPerating behind a mission firewall, and many clients, one
Finally, if a user wex @le to compromise the VPN’'s ©N each remote user's machineVEDDS relies on the
security, they could conceivably gain access to missiofntrust Java Toolkit for many low-level encryption and
resources outside of the data distribution system. authentication commands The Entrust Corporation, the
provider of NASA’s public key infrastructure, provides the

6: Poor TransparencyEven though most VPN's use EntrustJava Toolkit free of charge [4].
compression to better utilize available bandwidth, they don’t . ] ) )
automatically transfer data to the remote user's machind.igure 1 illustrates how the WEDDS server and client will
The user muslocate the data they are interested in, requegtPerate during the Mars Polar Lander (MPL) mission. Data
the data, and then wait fitrto be delivered So, even if a IS received at JPL from the lander via the Deep Space
VPN is used d provide encryption and compression, a Nétwork ands et to a UCLA SOPC (Science Operations
delivery mechanism like WEDDSsi gill needed to and Planning Computer) aviadedicated leased line. The
automatically retrieve the correct data for a user. data is then extensively processed and saved in formats that
can be red by the MPL mission planning tools, such as
WITS, the Web Interface for Telescience, which WEDDS
was designed to supporftWhile local operatios gaff are
Some departments at JPL that deal with sensitive miSSiQJrlsing WITS to view downlink dat end generate new
data hae dected to use encrypted login programs ldeh  sequences for the lander, a WEDDS administrator adds the
(Secure Shell) to allow users to connéx machines with  new processed downlink data to the data that WEDDS is
the sensitive data remotelyWhile sshdoes apply a strong distributing to remote users. The WEDDS server then waits
form of encryption to the transmissions, satisfyingfor a remote WEDDS clidrto initiate an update requésto
requirement 2, # aithentication model useby sshis  the WEDDS server. Note théhe remote user does not
inherently weaker than the model used by WEDDS becausteed to initiate this actionit is performe periodically by
it depends on a user password alone, rather than a usge WEDDS client software.
password and a digital certificate file Ssh satisfies
requirements 2,3,5,7,8, 9, and 10 from section 2, but fails tyhen a WEDDS client initiatesnapdate request, no trust
meet 4 and 6. has been establistidetween te dient and the serverin
other words, the WEDDS serverrcaot be cetain that a
4: Significant Impatto Operations Center Securityf-an  |egitimate client is requesting data, and the remote client has
unauthorized user manages to connectsteo the mission  not confirmed thait is actually connected to the WEDDS
operations center, then théave login accesdo a mission  server. In order to satisfy both of them, a process called
critical machine—a very dangemstuation. New security SSL (Secure Sockets Layer) authentication takes place. The
exploits are discovered weekly that allow hackers who havgsL authentication process is described iniditahe next
managed to gain basic login access to a maclingve  section.
themselves super-user access. This problem is shared by the
VPN approach above. Once the server has confirmed the identity ef drent and
vice-versa, th dient provides information to the server
6: Poor Transparency--Sstuffers from the same problem regarding the last update that the client received. The server
described in the VPN section above- the data isn’'t actuallghecks to see if new data has beeoamilable since the
delivered to the remote user's machine unlesy t® a client's last update, and sends the new data if any exists.
tool to transfer it manually. This requires every remote US€The transmission of the data, as i tase with all
to knov where to find their data, when the data has beegansmissions between ehdient and the server, is
updated, and where put the data on their own system. A encrypted Once the update has completely arrivéche
missin wsing ssh as its delivery mechanism will hava  client’'s machine, the data is automatically decompressed

difficult time determining if its remote users are opdate,  ard placed into the proper directories on the remote user’s
and the remote users Ilikely become frustrated with the computer.

complexity of the delivery process.

Secure Login Applications
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Figure 1 Installation of WEDDS for the Mars Polar Lander Mission

At this point, the remote user can operate on the data usitdCLA that handles remote sequence submissidthen a
WITS or any other mission tool as if he were at the missiosequene arives at the missn operations center at UCLA,
operations center In fact, when WITS is run at a remote it is always verified by an operator at UCLA befdtres
site, the software doesn't actually realize thatm't & the  integrated into te adual mission plan. This final check
mission operations center—the same piece of software &nsures that the sequence that was generated is legitimate.
used This is importahto mention because WEDDS has

made it possible for the same piece of software to run at th&, DeTAILS OFEWEDDS' APPROACH TO SECURITY

mission operations center r oremotely without any . ]
modification. WEDDS’s curity strategy can be broken down into three

parts: Registration, Authentication, and Encryption. These
Ordinarily, when it is time for a remote user to return asteps are illustrated in figure 2 and are described in detail
command sequence to the mission operations center, tRglOW.
user would simply save the sequence in a specific directory )
and WEDDS would transfer it to the correct directory at thdXegistration
mission operat|0n_s center. However, since WEDDS haEvery remote user of WEDDS must have two things to
been integrated into WITS for the Mars Polar Landefniiate any connection to the servercetificate disk, and

mission, WITS actually uses the encrypted connection Sgfe password to that certificate disk. eThetificate disk
up by WEDDS to communicate directly with a server at.qniains the user’s private  sigginkey am private



encryption key, which are needed tpcsitively prove that Next, the wuser must contacthe mission system
user’s identity to the WEDDS server over the Internet. Thadministrator, who instructs the WEDDS server to allow
disk alore an ot be used to conneto the server without that use remoe acces Note tha the WEDDS server is
the user's password, and the user's password is uselemlso issueda cetificate disk by the JPL Public Key
without the cetificate disk The catificate disk is a 3.5” Infrastructure (PKI), which it use® tprove its identity to
floppy disk, and the user is instructed to keep the disk in eemote users.

secure place and never place its files onto a hard drive. The

technology is also available to recore tbatificate onto a  Authentication

“smart card”, which acts exactly like the floppy certificate
disk except that the data on the smart cardroa be easily
copied from the card.

Steps 3 through 9 in figure 2 are repeated for every
transmission from the cliéno the server or from the server
to the dient. In steps 3 through 7, the server and client
exchange digital “signatures”, which thgenerate from the
data on their certificate disksThey verify these signatures
Aby communicating with the JPL 300 drectory. This
.Jorocess, SSL authentication, relies on thet fhet it is
nearly impossible for someone to generate another user’s
two forms of identification to a specially trained digital signature withou that use_r’s certificatg disk and
password In order for @ urauthorized user gain access to

“registration authority” (RA), who confirms their identity th h t either steal a legitimat ) tificat
and gives them tavnumbers that can be used to create the € server, he must either steal a legiimate user's certincate

certificate disk. In the generation of the certificate disk, théjistlg a_r:j p?:s:w?r:d, ortcomt%rpmise thet_l;IA?A ct:ertificate
user specifies a passworddnce this process is complete, ‘1"1_[; ?\L'Aég Ck' E'SKIS emt atss(;es gefr nca ?hS) gsefb
information is placed in JPL's BOO drectory that the € IS Tighly protected, and forms the backbone

WEDDS server will use to verify the identity of the user inf0r NASA approgchd data security in the_ fut.ure. A more.
ot detailed description of the SSL authentication process is
the Authentication stage. O o A
found online in the Netscape Corporation’s specification for
the SSL algorithm [5].

In order to receig a cetificate disk, a remote user must go
through a registration process, shown in steps dlL 2auf
figure 2 First, they must appear, in person, at a NAS
center security office, or at another trusted institution
security office (a university, for instanye.They provide

1. User meets in person with JPL
registration authority, registers with F} JPL 4 7. Server verifies signature with X.E

EEEE e R R ECE LR EEEEE R PK

5. Client verifies signature with X.5

3. Client initiates connectit

< 4. Server sends its signat
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Figure 2 Steps required for a remote user to securely retrieve data from WEDDS’



Encryption Minimal Impad¢ to Operations Center Securityn-

September 1999, a formal peer review of WEDDS was held

In step 8, the last step i_n establishing_ a conne_ction, the CIieWhich included a panel of JPL security experts to determine
and server genemiunique symmetd encryption key set the readiness of WEDDS for inclusion in the Mars Polar

that will ‘be used in the Triple-DES-EDE3 encryption  ,,qor mission. All of the experts in attendance agreed that

er?gr”ﬂ][?;] t(l()eer]ics:rﬁgcfgg dtrsfﬁctgi)r: ﬂlﬁetrgﬁfsi:_cﬂgn-mh:n the impact of WEDDS on the overall security of the mission
yp y Ko 9 operations center at U@L would be insignificant.

key agreement protocol, which is an algorithm that allow urthermore, in the unlikely event that arauthorized user

e e e e ot 6425 0 (0 Comprone i WEDDS server, ey woul o
9 y gain login access or write access outside of a specific set of

?ljtbesre aun mfrg?frizp;g t:;eg trgissagt?c?r? isaggr?;d tLé%EI)'rf]],iS all directories. Itis not possible for a hacker to use WEDDS to
q yp execute malicious code on a mission computer or eraat

encryption makes WEDDS transactions invulnerable t ew account fo further hacking In addition, sice any
eaves_droppmg or pagkgt-smﬁmg attacks. To increase thﬁwcursion would likely consist of a hacker compromising a
security of the transmissions, a new encryptey protects legitimate user's digital certificate &l ad password

every subsequent WEDDS transactidaven if an attacker detection of hackers can be made more likely through two
managed to compromise an encryptikey (a highly techniques:
f€ ;

unlikely accomplishment), he would only have access to th

data in a single transmission. 1. Keep users informed of the usage of their account.

2. Raise an alénf a user is delivered the same data more
6. VERIFICATION OFSYSTEM REQUIREMENTS than once.

In section 2, ten requirements for a mission data distribution i . .
system wee established It is worthwhile b describe how Bandwidth Efficiency-WEDDS delivers data to remote

WEDDS meets each of these requirements. users in compressed packages that contain many files. This
is the most efficient way possible teliver large amounts

Strong Authentication WEDDS works within the NASA of data. In addition, since all of the data is transferred to the
Public Key Infrastructure (PKI), which is currently being USer at once, the user never needsetsent the datagain.
deployed at several NASA centers. A PKI is a system thdp fact, after receiving the data, the user need not connect to
allows multiple users to securely establish their identity ovef® Internet until additional updates are desired.

the Internet, and encrypt data so that only the intended , _ L
recipient can decipher.it Public Key Cryptography, the Transparency-A remote user's WEDDS c!|en§ periodically
backbone of every PKI, was develdpby Rivest, Shamir, checks with the WEDDS server to determine if new data has
and Adleman at MIT in 1977 [7]. WEDDS uses the ggLbecome available If new data is available, the WEDDS
(Secure Sockets Layer) protocol to perform authentication, giént automatically negotiates a  seeurconnection,
highly secue gproach thais used @ protect nearly every downloads tk cx?mpressé packages, ah decompresses
online mmmerce transaction today [5]n order for a user them on the user’s computer into the proper directories. The
to complete the authentication process, he must provide boti§er doesn't need to do ’anythlng for this process to occur—
the digital certificate dis he received upon registration and I fact, the user doesn't evereed o be present This

his password This is moe amore sectg gproach than a Mmeans that quite often, new data will arrive while the user is
password-only system. otherwise busy, neverequiring the user to initiate the

transfer and wait for its completion.

Strong Encryption-Bata transmitted by WEDDS is . i . i
encrypted using the Triple-DES-EDE3 algorithm. Breaking™'atform IndependenceWEDDS s written in Java, which
this encryption method, even if every computer in the worl@ompatible wih rearly every major platform, including
were used, would take millions of years [8]. WEDDSSG!, SUN, DEC, Windows 95/98/NT, and Macintosh with
generates a new encryptidey set for this algorithm for No modification.

every transmission between the server and dient. ] o . o
Therefore, if a hacker did manage to “get lucky’ andMultiple Application SupportSince WEDDS, in its

determine tB encryptin key in a reasonable amount of simplest form, works by t_ransferring files to and from
time, they woull only gain access to the data in a singlel®Moté users and the mission operations center, nearly any
WEDDS transmission. existing mission application willdbéble to use WEDDS to

operate in a distributed fashion with only minor
Fine Grain Access Controlwhile not included in the Mars Medifications to WEDDS and the application. For instance,

Polar Land implementation, the design of WEDDS support& Planning tool that reads in image files and saves command
user by user and file by file access control. Specific subseféeS can run in multiple locations without any major
of the dak can be marked for delivery to centaisers, and modifications. WEDDS simply needs to be set up to deliver
write acces can be restricted to allow only particular userdh€ images to remote users and return their command files to
access to specific directories. the mission operations center.
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Figure 3 A pyramid distribution system to handle large numbers of users

Scalability—After a user has followed the necessary steps tmirroring of large databasesOther development work on
receive adigital certificate file from the NASA PKI, the WEDDS wil likely be devoted to automatic detection of
mission system administrator simply needs to add the userreew downlink dad & the server and improved tolerance of
full X.500 dstinguished name to the list of WEDDS’ network problems during file transfers.

authorized remote users. As the number of remote users

grows very large, WEDDS’ performance gracefully REEERENCES

degrades It never needs to sdrdata more than once to a ]

specific user, and it can easily be instructed totlitne  [1] Paul Backes, Jeffrey S. Norris, Jeffrey Slostad, Robert
number of concurréntransfers Furthermore, WEDDS' Bonitz, Kam Tso, and Greg Tharp, “Mars Polar Lander
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structure of WEDDS mirrors, shown in figure 3. Each layeMarch 2000. _
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may be developed further when WEDDS is used to Suppo[ff]En_trust/Toolklt Java Edlt_lon, http://developer.entrust.
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mission. [5] SSL 3.0 Spec. http://home.netscape.com/eng/ssl3/.
Netscape Corporation.
7. CONCLUSIONS [6] W. Diffie and M.E. Hellman, “New directions in

cryptography,”IEEE Transactions on Information Theory
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applications, of supporting secure distributed missiorfor obtaining digital signatures dn public-key
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